CCNA :( Routing&Switching) Duration: 100 Hrs

CCNA Course description:

Introd wes the architecture, structure, furctiors,comporents, and models of the Internet and
comptter networks. The principlesof [P ad dressingan dfuncimentalsof Ethernet corcepts,media,
an doperationsare introdicedto providea foun dtiorfor the cursiculum

Key Features:

1. TheCCNA certificatio ns ac ceptedallarou ndhe world.

2. Professioralsarmedwith the coveted CCNA certificateare ertitledto get higherpayingjobs
when comparedto their noncertifiecto urterparts.

3. Nowadays,more CCNA jobs are availableglobally,an dto get ore easily, pcs sessingthe CCNA
certificatds asmartchdce.

4. CCNA certificatio rprocessesare entancingthe knowledgebase of networkingexperts— and
inmany more ways thanore!

5. Areyouworkinginan IT firmat present? A CCNA certificatiorwould surely increaseyour
chancesof gettinga promotion

What are the course objectives?

Thiscourseis designed to impart knowledge abou detailed knowledge of Comp uter Networks,
variousprotocolsused in Com municatio fManagingan deo rfiguringCisco Switchesan dRoutersand
variousWAN techn dogies.

CCNA Course Benefits:

Aroun dhe world, 93% of employers are of the naionthat Cisco certifiedemployees add
morevalueto their bisiness,an dare more knowledgeahl ethantheir nonCiscocertifiedjo b
aspirants.

It is exclusively requred by Cisco partnersthat they employ people with CCNA certification
Dueto this reason Cisco certificatiois observedasa prerequisiteby the employersof many
businesses.

Clearly, all these reasors state that orce you acquire the CCNA certificationyou are “in-
demand withinthe T in dwstry- instantly!

CCNA Placement Training:

Best CCNA Course & Placements Trainingon Routers & Switches. Lab Facilities. Lowest Fees.
ExperiencedFaculties.100% PlacementTraining

CCNA Course Syllabus:

209 1.0 NetworkFundamentals

Explainthe rolean dfu retio rof networkcomporents
Routers
L2 andL3 switches



Next-generatiorfirewallsan dIPS
Accesspdnts

Cortrollers(CiscoDNA Center an dWLC)
Endpants

Servers

Describecharacteristicof networktop dogyarchitectures
2ter

3ter

Spine-leaf

WAN

Smalloffice/h aneoffice (SOHO)

On-premisesandcloud

Compareplysicalinterfacean dcablingtypes
Single- modefiber, multimo defiber, co pper
Conmectiors(Ethernet sharedmediaan dpdnt-to-pant)
Corceptsof PoE

Identifyinterfacean dcableissues(collisiors errors, mismatchd u pex,an d/orspeed)

CompareTCPto UDP
Corfigurean dverifyIPv4 ad dressingan dsub retting

Describethe need for privatelPv4 ad dressing
Corfigurean dverify IPv6 ad dressingan dprefix

ComparelPv6 ad dresstypes
Glohaluricast

Uniquelocal
Linklocal
Any cast

Multicast
Mo dfiedEUI 64

VerifyIP parametersforClientOS (Win dows,Mac OS, Linx)

Describewirelessprinciples
No overlap pngWi-Fichan rels
SSID

RF

Encryption
Explainvirtualizatioriu nédmentalgvirtualmachines)

Describeswitchingco reepts
MAClearningan daging
Frameswitching
Framefloodng



MAC ad dresstable

20% 2.0 NetworkAccess
Corfigurean dverify VLANs (namalrange) spannng multipleswitches
Accesspats (dataan dvoice)
Default VLAN
Conrectivity

Corfigurean dverify interswitchco nrectivity
Trurkpats

22.b 802.1Q
22.c NativeVLAN

Corfigurean dverify Layer2 discoveryprotocols(CiscoDiscoveryProtocolan d.LDP)
Corfigurean dverify (Layer2/Layer3) EtherChan relLACP)

Describethe need foran dbasicoperationsof RapidPVST+ SpanringTree
Protocolan didentifybasicoperatiors
Roat part, roat bridge(primary/secon dary)an dother pat names

Port states ( fonzvardn%g/blockmg
2.5.c  PortFastbene

2.6 CompareCisco WirelessArchitecturesan dAP modes

2.7 Describeplysicalinfrastructureco nrectio rsof WLAN comporents(AP, WLC,
acoess/trurkpats an dLAG)

2.8 DescribeAP an dWLC managementac cessconrectio rs(Telnet, SSH, HTTP, HTTPS,
corsole,an dTACACS+/RADIUS)

29  Corfigurethe comporentsof a wirelessLAN accessfor clientconrectivityusing GUI orly
such as WLAN creation,securitysettings, QoS profiles an dadvancedWLAN settings

25% 3.0  IPConnectivity
3.1 Interpret the comporentsof rouingtable

Routingprotocolcode
Prefix

Networkmask
Nexthop
Administrativedistance
Metric

Gateway of last resort

Determinehow a ro ttermakes a forwardingdecisio rby default
Lorgestmatch

Administrativedistance



10%

15%

10%

Routing protocolmetric

Corfigurean dverify[Pv4 an dIPv6 staticrouting

3.5

4.0
4.1

4.2
4.3
4.4
4.5
4.6
4.7

4.8
49

5.0
5.1

5.2

5.3
o4

55
5.6
5.7

5.8
5.9
5.10

6.0
6.1
6.2

Defaultroute
Networkroute
Host roue
Floatingstatic

Corfigurean dverify singlearea OSPFv2
Neighbaradjacercies

Point-to-pant
Broadcast(DR/BDRselection
RouerID

Describethe puposecf firsthopred undncyprotocal

IP Services
Corfigurean dverify insidesourceNAT using statican dpods

Corfigurean dverify NTP operatingina clientan dserver mode

Explainthe roleof DHCP an dDNS withinthe network

Explainthe fu retio nof SNMPin networko perations

Describethe use of syslog featuresincludingfacilitiesan devels

Corfigurean dverify DHCP client an drelay

Explainthe forwardingper- hopbehavior(PHB) forQoS suchas classificationmarking,
queuing, corgestion,pdicing,shaping

Corfigurenetwork devicesforremoteac cessusing SSH

Describethe capabilitiesan dfu retio rof TFTP/FT Pin the network

SecurityFundamentals

Definekey securityco reepts(threats vulnerahilities gxploits,an dmitigation
techriques)

Describesecurity programelements (user awareness training,an dplysicalac cess

cortrol)
Corfiguredeviceac cessco rtrolusing local passwords

Describesecurity passwordpdicieselements, suchas management complexity,and
passwordalternatives(multifactomuthenticatio neertificates an dbiometrics)
Describeremoteaccessan dsite-to-siteVPNs

Corfigurean dverify ac cesscortrollists

Corfigurelayer? securityfeatures(DHCP sno ojng,dynamicARPinspectionandpat
security)

Differentiateauthenticatio nauth arizatio nan dac cou rtingco reepts
Describewirelesssecurityprotocol s(WPA, WPA2, an dWPA3)

CorfigureWLAN using WPA2 PSK usingthe GUI

Automationand Programmability
Explainh ow automationmpactsnetworkmanagement
Comparetraditio mnetworkswith co rtroller- basedhetworking



6.3  Describeco rtroller-basecan dsoftwaredefined architecturesoverlay undrlay,and
fabric)

Separatio rof controlpanean ddataplane
North-boundn dsouth-bounéPIs

Comparetraditio racampusdevicemanagementwith CiscoDNA Center enabled
devicemanagement

Describecharacteristicof REST-basedAPIs (CRUD, HITP verbs,an ddataencoding)

Recognizethe capabilitiesof co rfiguratiomanagementmechanism$up e,
Chef,andAnsible

Interpret JSON encodeddata

Who should do CCNA and Certification Courses?
Final year Students B.E & Diploma I.T, C.S, E.C.E, E.E.E
Final year Students BSC C.S, I.T - Job Seeker students
Those  with  computer-related  positions, such  as computer support
specialists and network system administrators, can benefit from obtaining the Cisco
Certified Network Associate (CCNA) credential.
Exam & certification:
Optionl: CCNA Co mposite200-125 CCNA Routing& Switching.
Lastdate to test: February23,2020
Option2: ICND1 100-125 InterconnectingliscoNetworkingDevices,Part1
ICND2 200-105 InterconnectingiscoNetworkingDevices Part2

Lastdate to test: February23,2020



