
CCNA :( Routing&Switching) Duration: 100 Hrs

CCNA Course description:

Introduces the architecture,structure, functions,components, andmodels of the Internet and
computernetworks.Theprinciplesof IP addressingandfundamentalsof Ethernetconcepts,media,
andoperationsareintroducedto provideafoundationforthecurriculum.

Key Features:

1. TheCCNA certificationisacceptedallaroundtheworld.
2. ProfessionalsarmedwiththecovetedCCNA certificateareentitledto get higherpayingjobs

whencomparedtotheirnon-certifiedcounterparts.
3. Nowadays,moreCCNA jobsareavailableglobally,andtoget oneeasily,possessingtheCCNA

certificateis asmartchoice.
4. CCNA certificationprocessesareenhancingthe knowledgebaseof networkingexperts– and

inmanymorewaysthanone!
5. Are you working inan IT firmat present? A CCNA certificationwouldsurely increaseyour

chancesof gettingapromotion.

What are the course objectives?

Thiscourseis designed to impart knowledgeabout detailed knowledge of Computer Networks,
variousprotocolsusedinCommunication,ManagingandconfiguringCiscoSwitchesandRoutersand
variousWANtechnologies.

CCNA Course Benefits:

· Aroundthe world, 93% of employers are of the notionthat Ciscocertifiedemployees add
morevalueto theirbusiness,andaremoreknowledgeablethantheirnon-Ciscocertifiedjob
aspirants.

· It is exclusivelyrequiredby Ciscopartnersthatthey employpeoplewithCCNA certification.
Duetothis reason,Ciscocertificationis observedasa prerequisiteby theemployersof many
businesses.

· Clearly,all these reasons state that once you acquirethe CCNA certification,you are “in-
demand” withintheIT industry– instantly!

CCNA Placement Training:

Best CCNA Course & Placements. Trainingon Routers & Switches. Lab Facilities. Lowest Fees.
ExperiencedFaculties.100%PlacementTraining.

CCNA Course Syllabus:

20% 1.0 NetworkFundamentals
Explaintheroleandfunctionof networkcomponents
Routers
L2 andL3 switches



Next-generationfirewallsandIPS
Accesspoints
Controllers(CiscoDNA CenterandWLC)
Endpoints
Servers

Describecharacteristicsof networktopologyarchitectures
2 tier
3 tier
Spine-leaf
WAN
Smalloffice/homeoffice(SOHO)
On-premisesandcloud

Comparephysicalinterfaceandcablingtypes
Single-modefiber,multimodefiber,copper
Connections(Ethernetsharedmediaandpoint-to-point)
Conceptsof PoE

Identifyinterfaceandcableissues(collisions,errors,mismatchduplex,and/orspeed)

CompareTCPto UDP

ConfigureandverifyIPv4 addressingandsubnetting

Describetheneed forprivateIPv4 addressing

Configureandverify IPv6 addressingandprefix

CompareIPv6 addresstypes
Globalunicast
Uniquelocal
Linklocal
Any cast
Multicast
ModifiedEUI 64

VerifyIP parametersforClientOS (Windows,MacOS,Linux)

Describewirelessprinciples
NooverlappingWi-Fichannels
SSID
RF
Encryption

Explainvirtualizationfundamentals(virtualmachines)

Describeswitchingconcepts
MAC learningandaging
Frameswitching
Frameflooding



MAC addresstable

20% 2.0 NetworkAccess
Configureandverify VLANs(normalrange)spanningmultipleswitches
Accessports(dataandvoice)
DefaultVLAN
Connectivity

Configureandverify interswitchconnectivity
Trunkports
2.2.b 802.1Q
2.2.c NativeVLAN

Configureandverify Layer2 discoveryprotocols(CiscoDiscoveryProtocolandLLDP)

Configureandverify (Layer2/Layer3) EtherChannel(LACP)

Describetheneedforandbasicoperationsof RapidPVST+ SpanningTree
Protocolandidentifybasicoperations

Rootport,root bridge(primary/secondary),andotherportnames
Portstates(forwarding/blocking)
2.5.c PortFastbenefits

2.6 CompareCiscoWirelessArchitecturesandAP modes

2.7 Describephysicalinfrastructureconnectionsof WLANcomponents(AP,WLC,
access/trunkports,andLAG)

2.8 DescribeAP andWLC managementaccessconnections(Telnet,SSH, HTTP,HTTPS,
console,andTACACS+/RADIUS)

2.9 Configurethecomponentsof awirelessLANaccessforclientconnectivityusingGUI only
suchasWLANcreation,securitysettings,QoS profiles,andadvancedWLANsettings

25% 3.0 IP Connectivity
3.1 Interpretthecomponentsof routingtable

Routingprotocolcode
Prefix
Networkmask
Nexthop
Administrativedistance
Metric
Gatewayof lastresort

Determinehowaroutermakesaforwardingdecisionbydefault
Longestmatch
Administrativedistance



Routingprotocolmetric

ConfigureandverifyIPv4 andIPv6 staticrouting
Defaultroute
Networkroute
Host route
Floatingstatic

Configureandverify singleareaOSPFv2
Neighboradjacencies
Point-to-point
Broadcast(DR/BDRselection)
RouterID

3.5 Describethepurposeof firsthopredundancyprotocol

10% 4.0 IP Services
4.1 Configureandverify insidesourceNAT usingstaticandpools

4.2 Configureandverify NTPoperatingina clientandservermode
4.3 Explaintheroleof DHCPandDNS withinthenetwork
4.4 Explainthe functionof SNMPinnetworkoperations
4.5 Describetheuseof syslogfeaturesincludingfacilitiesandlevels
4.6 Configureandverify DHCPclientandrelay
4.7

4.8

Explainthe forwardingper-hopbehavior(PHB) forQoS suchasclassification,marking,
queuing,congestion,policing,shaping
ConfigurenetworkdevicesforremoteaccessusingSSH

4.9 Describethecapabilitiesandfunctionof TFTP/FTPinthenetwork

15% 5.0 SecurityFundamentals
5.1

5.2

Definekey securityconcepts(threats,vulnerabilities,exploits,andmitigation
techniques)
Describesecurityprogramelements(userawareness,training,andphysicalaccess

5.3
control)
Configuredeviceaccesscontrolusinglocalpasswords

5.4 Describesecuritypasswordpolicieselements,suchas management,complexity,and
passwordalternatives(multifactorauthentication,certificates,andbiometrics)

5.5 Describeremoteaccessandsite-to-siteVPNs
5.6 Configureandverifyaccesscontrollists
5.7 ConfigureLayer2 securityfeatures(DHCPsnooping,dynamicARPinspection,andport

security)
5.8 Differentiateauthentication,authorization,andaccountingconcepts
5.9 Describewirelesssecurityprotocols(WPA,WPA2, andWPA3)
5.10 ConfigureWLANusingWPA2 PSK usingthe GUI

10% 6.0 AutomationandProgrammability
6.1 Explainhowautomationimpactsnetworkmanagement
6.2 Comparetraditionalnetworkswithcontroller-basednetworking



6.3 Describecontroller-basedandsoftwaredefinedarchitectures(overlay,underlay,and
fabric)
Separationof controlplaneanddataplane
North-boundandsouth-boundAPIs

ComparetraditionalcampusdevicemanagementwithCiscoDNA Centerenabled
devicemanagement

Describecharacteristicsof REST-basedAPIs (CRUD,HTTP verbs,anddataencoding)

Recognizethecapabilitiesof configurationmanagementmechanismsPuppet,
Chef,andAnsible

InterpretJSONencodeddata

Who should do CCNA and Certification Courses?
Final year Students B.E & Diploma I.T, C.S, E.C.E, E.E.E
Final year Students BSC C.S, I.T – Job Seeker students
Those with computer-related positions, such as computer support
specialists and network system administrators , can benefit from obtaining the Cisco
Certified Network Associate (CCNA) credential.

Exam & certification:

Option1: CCNA Composite200-125 CCNA Routing& Switching.

Lastdateto test: February23,2020

Option2: ICND1 100-125 InterconnectingCiscoNetworkingDevices,Part1

ICND2 200-105 InterconnectingCiscoNetworkingDevices Part2

Lastdateto test: February23,2020


